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What Constitutes a Disaster?

• A disaster is defined as an incident which results in the loss of  computer 

processing at the Garden City School District in one, some or all of  the 

school buildings, to the extent that relocation to a Standby Facility must be 

considered. 

• A disaster can result from a number of  accidental, malicious or 

environmental events such as fire, flood, terrorist attack, human error, and 

software or hardware failures.
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Plan Objectives

• Disaster Recovery Plan (DR) ensures the continued operation of  identified business critical 
systems in the event of  a disaster.  

• Garden City High School is the stand by facility:

• It maintains an active VOIP telephone system, 

• Internet access circuit and Network Attached Storage (NAS) that can be turned into failover mode for 
the district when needed.  

• A dedicated 10G fiber circuit exists between all district buildings and the Administration 
Building as well as a 1G fiber circuit to the High School. 

• The 10G circuit exists as the production circuit and the 1G as the failover to the High 
School in the event of  an outage. 
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Disaster Recovery Tools

• VMware Site Recovery Manager is the primary technology to initiate a failover of  
the district’s mission critical servers to the High School.  

• The data residing on these mission critical servers is maintained up-to-date via a 
two-hour snapshot schedule replicating to the High School utilizing a network-
attached storage (NAS).  

• The telephone and Internet services are duplicated in the High School site to the 
extent where in case of  an emergency there is an automatic failover of  the 
telephone and Internet access services from the administration building network 
operating center (NOC) to the High School.
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Disaster Management Team

• The Disaster Management Team is responsible for providing overall 

direction of  the data center recovery operations. 

• The Disaster Management Team Leader is responsible for deciding whether 

or not the situation warrants the introduction of  disaster recovery 

procedures. 
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• The Director of Technology is responsible for distributing the DR plan. 

• Each plan holder, listed in the table below, receives two copies of this plan. 

• One copy is to be kept at the place of work and the other copy at home or other safe offsite location. 

These copies have an official copy number.

• Each team leader must ensure that each team member has two copies of the plan.

Role Copy Number

Disaster Management Team Leader

Director of  Technology

1

Operations and Network Team Leader

Information Technology Manager

2

Facilities Team Leader

Director of  Facilities

3

Communications Team Leader

Superintendent of  Schools

4

Business Team Leader

Assistant Superintendent for Business & Finance

5

Distribution List
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Actions Needed in case of  a Major 

Damage

• In this scenario, the entire computer processing environment (or most of  it) 

is out of  action. Communication lines and the network are out of  action.  

• The goal of  the recovery process in this scenario is to move all identified 

applications to the Standby Facility – Garden City High School. This process 

is achieved by initiating the automated failover procedures.
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Action Plan for Major Damage

Task Team

Evaluate the damage Disaster Management, 

Network,  Facilities and 

Operations

Plan to rebuild NOC at Administration

- Active Directory

- Domain Controllers

- File Management 

- Restore Data from NAS

Disaster Management, 

Network

Request the appropriate resources at the 

Standby Facility

Disaster Management

Order replacement equipment to replace any 

damaged computers and servers.

Network/Operations

Restart the appropriate applications at the 

Standby Facility

Network/Operations

Install replacement equipment and restart the 

applications

Network/Operations

Inform users of the new procedures Communications

Inform users of normal operations Communications 9



Disaster Recovery Procedures Testing Plan

• The VMware site recovery manager suite has the ability to simulate a failover to the back-up site due to a 
disaster. 

• Currently, tests are performed on user data and email data to verify information can be restored correctly.  
These tests include the recovery of  data across the following systems:

• Network User Data

• Email

• Application Data

• Finance and Accounting Data

• Additionally, the district employs web-based systems through various vendors covering a host of  different 
processes and purposes (District Website, Special Education Data, etc).  All data is stored on vendor servers, 
and the vendors employ their own Disaster Recovery testing procedures.  
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Other Options for a DR Site

• The district is considering a cloud based disaster recovery plan

• The hardware will be located in Nevada and will eliminate the possibility of  

losing both the NOC  and the DR site in case of  a natural disaster which 

may cause damage to both
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